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Abstract:

Description of Work:

The goal of this paper is to illustrate a new method of
certifying and authenticating digital documents. This method
aims to exploit the distinctive characteristic of a paper
document’s grain structure to develop a unique paper
signature to certify the document’s authenticity. The grain
structure of one sample of paper, will never have quite the
same characteristics of another sample paper, even if both
samples are of the same color, type, or originated from the
same source. The documents are compared digitally,
requiring the authenticator to have a digital image of the
paper document in question as well as a digital image of the
original document. The intent of this method is to apply a
“fingerprint” signature to each certifying document in order
to safeguard against counterfeiting. This certification
method is highly invulnerable to the main forms of
counterfeiting, copying and spoofing, as replicating or
reconstructing a paper’s grain structure becomes quite
difficult. Figure 1 illustrates a type of copy attack.

[1]-Upon
Upon selecting the regions of extraction, a process of
unifying the illumination is applied to eliminate any nonnon
uniformity illumination that may exist in the image.

Introduction:
In this new age of industrialized equipment and computing,
document security has become an area of concentrated
focus, as developing technology is able to provide the
means for document forging and replication. As a result,
several different methods and tools have been developed to
safeguard the authenticity of documents, such as
Watermarking, Digital Watermarking, Moirés Patterns, and
digital signatures.
Background Material:
Digital Watermarking- Digital watermarking is the process of
embedding certain information into a digital signal, in the
format of audio, video, or picture.

Figure 1: Example of Copy Attack
Moiré Patterns- A moiré pattern is an interference pattern
when two grids are overlaid at a certain angle, or when they
have slightly different mesh sizes.
Digital Signatures- A digital signature is a type of
asymmetric cryptology. The notion of a digital signature is
derived from handwritten signature that is used to signify
validation of the document’s content with the author’s
signature. In using one of several different public-key
encryption algorithms, such as RSA or DSA,

[2]- This is followed by applying a kuan filter to initially remove
any ‘speckle’ noise that may reside in the digital image. This
assists in removing some of the outlier bright pixels that are
farther away from the ROI, but is not as effective in removing
extraneous noisy pixels that may be closer to the boundaries
of the ROIs.
[3] – Next, a special type of image averaging filter is
subsequently applied. In particular, this type of Averaging
Filter is known as a Median Filter,
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Figure 4: Extraction of ROI from Original Image
[7]-To numerically compare the two images; the statistical
method of cross correlation is used. Cross correlation is
used to assign a unique single number (between the ranges of
-1 and 1) to the correlation between the two images.
Results and Discussions:
In the comparing digital images of different type and different
sample with all possible combination comparisons between
them, the results exhibit similar results. Images of the same
exact type and sample but different copy exhibited a very high
correlation value (e.g. >= 95%), therefore correctly validating
the images’ authenticity. In regards to other image
comparisons, the correlation value rarely exceeds that of 80%,
Figure 5 illustrates the results.

Figure 2: Effect of Applying Median Filter on Noisy Image
[4]-Next,
Next, an edge detection algorithm is applied to determine
the boundaries of the ROI to complete the extraction process.
The type of edge detection algorithm used is known as the
‘sobel’ edge detection.
[5]- Next, the image may require some sharpening to
compensate or remove some image blurring that may result
from the smoothing operation of the filter. In enhancing the
contrast of the image’s pixels, discrete ROI boundaries can be
obtained. To sharpen the image’s pixels, a convolution kernel
is applied. Figure 3 illustrates the operation of a convolution
kernel on a digital image.

Figure 3: Application of 3X3 Convolution Mask for Pixel
Sharpening
[6]- Once the coordinates of the corresponding ROI’s edges
are obtained, the corresponding sub image is then extracted
from the original captured image for comparison. Figure 3
depicts a sample paper document with indicated ROI.

Figure 5: Correlation Chart of Largest Compared ROI
Conclusions:
Due to a lack of complete perfectness in the extraction
process, it is difficult to effectively compare pixels utilizing a
method such as cross correlation that is heavily dependent on
individual pixels. Rather, it may seem appropriate to select a
mathematical model that is more generalized in its comparison
scheme..
A similar field worth investigating would be fingerprint analysis
and comparison. The notion of utilizing the grain structure of a
paper document in ensuring its authenticity can be related to
the field of fingerprint analysis.
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